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Purpose

Bomb threats need to be taken seriously until proven not to be a threat. Most bomb threats
are received by telephone, called into the college itself or to law enforcement. Because of
this, itis important that all BHCC staff be aware of bomb threat notification procedures
within the campus. Bomb threat checklists and procedures should be easily accessible to all

staff who may be answering incoming phone calls.

Supporting Annex — Campus Evacuation and Accounting and Reunification

Roles and Responsibilities

Role Responsibility

Individual ¢ Remaincalm

receiving bomb e Obtaininformation using the Bomb Threat
threat e procedure steps (Procedures)

e Contactthe BHCC Public Safety immediately (x2222).
e eReport details of threat

ALL BHCC Staff e Remaincalm

and Faculty e Assistin Campus Evacuation procedures (Annex 1),
as necessary

e Refer all media questions to the PIO

Emergency ¢ Maintain this Campus Bomb Threat Annex
Management e Schedule and conduct regular exercises and trainings
Team (EMT) e Conductincident After Action Reports (Annex)

following a bomb threat

EMT Chair e Ensure awareness of the Bomb Threat Annex

e Train all BHCC Faculty, Staff, and Students on bomb threat
procedures and proper notification protocol

e Coordinate with the Chief of Police in making the decision to
evacuate/close the facility (Follow

e Campus Evacuation Annex)

e Make the decision to re-open the building once all clear has been
provided by first responders

e Communicate all activities to the College President and Trustees

e Manage the After Action Report and Improvement Plan process
following an incident

Public Safety e Ensure that all Public Safety staff are trained on determining if threat
is credible
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decision to evacuate/close the facility

an Incident Command Post as necessary

State Police Bomb Squad

e Assistin evacuation procedures, as necessary

e During normal business hours the Chief of Police will make the

e After business hours, the BHCC Police/security personnel will
make the decision to evacuate/close the facility

e Evaluate situation with on-site staff responding to threat. Determine

if event can be managed from off-site or if the EMT should mobilize

¢ Notify and liaise with local police department and Massachusetts

e Maintain perimeter and restrict unauthorized access to the facility

e Liaise with the media
e Implement the EMT communications strategy

Operations and e Provide support to Public Safety and the EMT Chair as directed.
Logistics

Planning and e Provide support to Public Safety and the EMT Chair as directed.
Finance

Public Information e Coordinate all emergency communication platforms

e Evaluate communications and record for future reference

Scope

The procedure applies to all BHCC faculty and staff. When a bomb threat is received, it is important
that all faculty and staff understand the necessary procedures to follow when receiving a bomb

threat and subsequent response procedures for evacuation, if necessary.

Requirements

All newly hired employees should be made aware of this policy. Contractors and subcontractors

should be made aware of evacuation procedures, should they become necessary.

References

e Massachusetts General Law — Chapter 269, Section 14
e Massachusetts Department of Fire Services - Bomb Threat Guidance

e Department of Homeland Security - Bomb Threat Guidance Procedures

Procedures
Bomb Threat Response Who
1. Ifyou receive a bomb threat by phone: All Staff and
a. Remain calm and keep the caller on the line as long as possible, Faculty
DO NOT HANG UP, even if the caller disconnects the call.
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b. Listen carefully and try to keep the caller talking to learn more
information.

c. Askthe caller:

i. Where the bomb is located?

ii. When willit go off?

iii. What kind of bomb is it?

iv. Whatdoes it look like?

v. What will make it explode?
vi. Didyou place the bomb?
vii. Why?

viii. Whatisyour name?

d. If possible, attempt to discreetly contact a colleague (via note) to
call Public Safety; or after the caller disconnects, DO NOT HANG
UP, use a different phone to contact Public Safety immediately.

e. Ifthe phone has a caller id, note the number and/or name on the
window display.

f. Complete the Bomb Threat Checklistimmediately, noting as
much detail as you can remember and using the exact terms or
words used by the caller. (the Bomb Threat Checklist is provided
at the end of this SOP)

If you receive a bomb threat by note:

a. Handle the note as minimally as possible.

b. Contact Public Safety immediately.

c. Complete the Bomb Threat Checklist to document what the
person who handed you the note looked like or if they said
anything to you.

If you receive a bomb threat by email, voice mail message or text:

a. DO NOT delete the message.

b. Contact Public Safety immediately.

Pobp

Establish Emergency Operation Center to support response, as needed.
Support Public Safety and law enforcement response.

Follow Evacuation Annex procedures.

Follow Accounting and Reunification Annex procedures.

EMT

S

o

Respond to a report of a bomb threat immediately.

Follow public safety Bomb Threat procedures.

Assess the viability/likelihood of the threat.

Contact local and state bomb squads (508 820-2121 - MSP GHQ), as
needed.

Contact the EMT Chair.

Work with law enforcement to evaluate the threat and determine if an
evacuation is necessary.

Assist in evacuation procedures of the facility, if necessary.

Assist bomb squad(s) in searching the facility for the bomb, as
requested.

Direct evacuation procedures as directed by Law Enforcement.

Public Safety
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10. Ensure that all BHCC faculty, staff, students, contractors and visitors
have evacuated the building and maintain a safe distance from the
facility.

11. Establish a perimeter.

Follow-up and Review Who
1. Report any irregular, suspicious, or abnormal occurrences before, All Staff and
during, or after the incident Faculty

2. Participate, as needed in any follow-up or review

1. Conduct or support criminal investigation, as needed. Public Safety

Public Guidance

1. Ifyou receive a bomb threat by phone:
a. Remain calm and keep the caller on the line as long as possible, DO NOT HANG UP,
even if the caller disconnects the call.
b. Listen carefully and try to keep the caller talking to learn more information.
c. Askthe caller:
i. Where the bomb is located?
ii. When willit go off?
iii. What kind of bomb is it?
iv. Whatdoes it look like?
v. What will make it explode?
vi. Didyou place the bomb?
vii. Why?
viii. Whatisyour name?

2. If possible, attempt to discreetly contact a colleague (via note) to call Public Safety; or after
the caller disconnects, DO NOT HANG UP, use a different phone to contact Public Safety
immediately.

3. Ifthe phone has a caller id, note the number and/or name on the window display.

4. Document everything that you remember about the person and the phone call, noting as
much detail as you can remember and using the exact terms or words used by the caller.

5. Ifyou receive a bomb threat by note:

a. Handle the note as minimally as possible.

b. Contact Public safety immediately.

c. Document what the person who handed you the note looked like or if they said
anything to you.

6. Ifyou receive a bomb threat by email, voice mail message or text:

a. DO NOT delete the message.
b. Contact Public Safety immediately at ext. 2222 (617-228-2222).

Attachments
e DHS - Bomb Threat Call Checklist


https://www.cisa.gov/sites/default/files/2025-08/Bomb_Threat_Checklist_082025_508.pdf
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e DHS Office of Bombing Prevention - Guidance



https://www.cisa.gov/sites/default/files/2025-08/Bomb_Threat_Guide_082025_508.pdf
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